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HE INFLUENCE OF INTERNAL AUDIT, RISK
MANAGEMENT, WHISTLEBLOWING SYSTEM AND
BIG DATA ANALYTICS ON THE FINANCIAL CRIME

BEHAVIOR PREVENTION

Iwan Putra®*, Urip Sulistiyo?, Enggar Diah?, Sri Rahayu® and Syurya Hidayat®

H:struct: This study provides a critical review of the literature that examines and
analyses how Fraud Prevention mediates the Effect of Internal Audit, Risk
Management, Whistle Blowing System and Big Data Analytics on the Prevention of
Financial Crime Behaviour. The problem discussed in this study is the limited stra-
tegic formulation in risk management, internal audit, whistleblowing system and
big data analytics for early detection for fraud prevention and prevention of finan-
cial crime behavior in Indonesia, especially the problem of fraud that occurs in the
Sumatra Regional Government, namely in Aceh, North Sumatra, Riau, Kepulauan
Riau, South Sumatra, Bangka Belitung, Jambi, West Sumatra, Bengkulu and
Lampung. Various kinds of scientific studies that have been carried out provide
clues that the skills mismatch on the impact of fraud and financial crime behavior is
still a fundamental polemic that will continue to hamper the productivity and
competitiveness of various economic and industrial sectors in Regional

ABOUT THE AUTHORS

Iwan Putra, a postgraduate student at
Economics Study Program, Universitas Jambi,
Indonesia who has research interest in the area
of financial accounting, economic of education
and auditing.

Urip Sulistiyo, a lecturer at the Faculty of Teacher
Training and Education, Universitas Jambi who
has research interest in the area of teacher
education and professional development, and
language curriculum.

Enggar Diah, a lecturer at the faculty of eco-
nomics and business, Universitas Jambi who has
research interest in Fraudulent Financial
Reporting, Fraud Disclosure, internal audit, etc.
Sri Rohayu, a lecturer at the faculty of economics
and business, Universitas Jambi who has
research interest in Financial Constraints and
corporate governance, government organiza-
tion, etc.

Syurya Hidayat, a senior lecturer at the faculty of
economics and business, Universitas Jambi who
has research interest in the area of development
model and strategies of global economics
approach in Indonesia.

PUBLIC INTEREST STATEMENT

Since 1990, there is a sizable accounting literature
on the determinants of fraud prevention and
financial crime behaviour.

Several functions within Regional Governments in
Indonesia are not carried out obediently and
consistently, which leads to unhealthy structural
and managerial activities.

Hence, researchers QOmmend a combined vari-
able approach, the internal audit, risk manage-
ment, whistleblowing systems and big data
analytics on both problems, as the initial deter-
mining factors through digital analysis and
auditing skills to prevent them in facing dynamics
change and development of digital native, intelli-
gent mobility, healthy living arrangements, civil
security, and technology in the workplace by
regarding economic, socio-cultural challenges
and state life aspects to build economic citizens
generation affected by cases of them.

This paper output provides o comprehensive
understanding of responsibilities for financial
statement fraud control in the context of the
above theories and contributes recommendations
for improvernent in financial statement fraud
control in public interest entities.

Attribution (CC-BY) 4.0 license.

© @

© 2022 The Author(s). This open access article is distributed under a Creative Commons

ggelofzr




Putra et al., Cogent Economics & Finance (2022), 10: 2148363 ﬂ’-" Cogent = 2CON0O m|CS & ﬁnance
https://doi.org/10.1080/23322039.2022.2148363

Governments in Indonesia. To prepare for the emerging discourse, this research
refers to 90 articles published in leading academic journals, discussing related
topics from the early 1990s to 2021. Therefore, the formulation of the problem in
this study: (1) How does Internal Audit influence prevention fraud, (2) How does Risk
Management influence fraud prevention, (3) How does Whistleblowing system
influence fraud prevention, (4) Howghig data analytics influence fraud prevention,
(5) How fraud prevention mediates the influence of Internal Audit, Risk
Management, whistleblowing system and big data analytics to prevent financial
crime behavior.

Subjects: Economics; Public Finance; Corporate Finance

Keywords: Big data analytics; financial crime behaviour prevention; fraud prevention;
internal audit; risk management; systematic review; whistle blowing system

1. Introduction

This study reviews and synthesizes the literature on “Fraud Prevention as Mediating 9& Effect of
Internal Audit, Risk Management, Whistleblowing System and Big Data Analytics on the Prevention
of Financial Crime Behavior”. This is supported by the results of previous studies which explained
that the development of turbulence of human activities led to criminal behavior such as fraudulent
acts undergoing a transformation that has attracted the attention of many researchers around the
world (Dan Desi Handayani, 2018; Indriani Dan & Titan Terzaghi, 2017; Rezaee & Wang, 2018;
Rusmana & Tanjung, 2019). This paper deals with an attempt to summarize the current discussions
and findings, regarding how fraud prevention and disclosure is important, and in what ways it can
be prevented. Several research results from various institutions and world organizations provide an
overview of the shifts that have occurred (Chiu et al,, 2018). This action is due to the fact that each
actor is required to submit accurate and relevant financial information.

ﬁe issue of fraudulent practices in Indonesia has become one of the nation’s main problems
because of the increasing prevalence of violations. The Association of Certified Fraud Exami
(ACFE) stated that of the 14 institutions that most frequently appeared fraudulent pructices,ﬁ
first place was occupied by the Regency Government (Pemkab) with a total of 246 cases,
the second rank was occupied by institutions under the auspices of the City Government
(Pemkot) which had 56 cases, third ranked, namely institutions in the Provincial Government
(Pemprov) with a total of 23 cases with state losses reaching Rp. 88.1 billion, and the fourth
place was occupied by State-Owned Enterprises (BUMN) with 18 corruption cases owned with
losses reaching Rp. 249.4 billion, in fifth place, namely KPU/KPUD with 14 cases that cost the state
Rp. 26 billion, the sixth is the Ministry with 13 cases that cost the state Rp. 56 billion, and there are
many other sequences from the 7th to the fourteenth including BUMD with 12 cagsy that cost the
state as much as Rp. 69 billion, DPRD/DPR with 10 cases that harm as much as Fﬁ 8 billion, the
Agency as many as 8 cases that harm Rp. 15 billion, Piversities with 7 cases as much as Rp.
12 billion, the C with 4 cases that harm as much as Rp. 2 billion, the Prosecutor’s Office with 4
cases that cost Rp. 0.8 billion, NGOs with 2 cases as much as Rp. 24 billion, and Bank Indonesia
with 1 case.

The Regional Apparatus Work Unit (SKPD) is part of the public sector which is always under the
spotlight because of budget management which often experiences leakage. This is evidenced by
a number of cases of misuse of the budget. This opinion is emphasized by Hidayat et al. (2017) that
the impact of regional dependence on the centre includes the lack of decentralization of regional
finance and the powerlessness of local communities to manage their own households. The same
information is shown through an increase in data on cases regarding financial crime behavior
resulting from the transformation of information systems in the Digital Age. Good financial
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management can be seen from quality financial reports. Quality financial reports can be used as
a form of accountability to the public in monitoring and evaluating performance, providing a basis
for observing trends across time periods, achieving the goals that have been set, and comparing
them with previous performance (Enggar Diah et al., 2018). This opinion shows that the quality of
financial reports is a barometer of the size of the depth of financial statement information
presented in providing a true and honest picture Dan Freddie Lasmara (2016).

Various kinds of scientific studies that have been carried out provide clues that the skills
mismatch on the impact of fraud and financial crime behavior is still a fundamental polemic
that will continue to hamper the productivity and competitiveness of various economic and
industrial sectors in Regional Governments in Indonesia (Badan Pusat Statistik Indonesia (BPS),
2020; Gropello et al., 2011; Iryanti et al, 2014; McLaren et al,, 2019; Naafs & White, 2012). Various
similar studies also recommend efforts that must be considered to strengthen the relevance of the
efforts considered in responding to the polemics that occur, not only regarding economic aspects,
but also socio-cultural challenges in social and state life which will later be an effort to build
a generation of economic citizens affected by cases of fraud and financial crime behavior (Baytiyeh
& Naja, 2012; Gillespie & Graham, 2014; Landrum et al, 2010). For problems related to the
prevention of financial crime behavior, the researcher argues that there is a dichotomy of phe-
nomena from legal and economic concepts in the formulations used in the disclosure of financial
crime prevention behavior, which causes the process of law enforcement to be unstructured and
systematic in the frame in which there is systems theory (Farkhani et al., 2018).

The phenomenon of legal development towards legal pressure and specialization tends to
ignore system theory, thus creating ambiguity at the level of implementation. Legal aspects should
ideally be interpreted and studied comprehensively in a system structure known as the Law
Enforcement System (Isharyanto, 2016). If the interpretation is carried out separately, it can
lead to inequality in the perception of equality and is not comprehensive which cang@ter lead to
a miscarriage of justice (Failure to realize justice; Chazawi, 2010; Lawrence, 1975). The problem
discussed in this study is the limited strategic formulation in risk management, internal audit,
whistleblowing system and big data analytics for early detection to prevent fraud and financial
crime behavior in Indonesia, especially the problem of fraud occurred in Sumatra, namely Aceh,
North Sumatra, Riau, Kepulauan Riau, South Sumatra, Bangka Belitung, Jambi, West Sumatra,
Bengkulu and Lampung. Seeing this reality, a more systematic effort is needed in preventing
fraud and financial crime behavior by using a clear line of thought that combats this. There is
a sizeable accounting literature on the determinants of fraud prevention and financial crime
behavior (Beasley, 1996; Beneish, 1957; Brazel et al., 2009; Dechow et al,, 2011, 1996; Efendi
et al., 2007; Entwistle & Lindsay, 1994; Schrand & Zechman, 2012; Summers & Sweeney, 1998).
The purpose of this study differs from the previous one, the researcher hopes to develop a model
that can accurately predict the prevention of accounting fraud in Indonesia from the available
units of analysis.

The first purposive procedure is related to the utilization of the function of the internal audit role.
Researchers suspect that organizational fraud in local governments can be reduced in all provinces
in Sumatra in Indonesia if they are able to focus their efforts on internal control. This opinion is
confirmed by Enggar Diah Puspa Arum dan Ilham Wahyudi (2020) who argue that fraudulent
financial reporting is a reported condition related to presenting financial information that contains
misstatements to deceive financial statement users. Furthermore, Dan Goel (2012) argue that
fraudulent financial reporting occurs when financial reporting contains an intentional misstate-
ment or omission of material facts (numbers, disclosures, or evidence) to deceive users. Some
deviations often occurred today regarding financial accountability to local governments in all
Sumatra provinces in Indonesia are terminology tendencies regarding the involvement of several
elements consisting of misleading facts, violation of rules or abuse of trust, and the commission of
critical facts can be reduced or prevented when intensive internal audit activities are carried out
and also the function of internal auditors in local governments is still mostly corrective and not
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preventive in nature, and there are still frozen monitoring results. According to Sri Dan Freddie
Lasmara (2016), the current situation clearly indicates that the control system through the
implementation of the accounting function has not been implemented proportionally. This has
an impact on the role of the local government internal control apparatus, which can be said to be
less effective in providing early warning information if this potential occurs. Research conducted by
Cattrysse (2011) states that a good internal audit can prevent fraud. Likewise, the study conducted
by Gusnardi (2011) the results of the study show that all assessment components in internal audit
expertise have a positive influence in detecting and preventing fraud and other potential fraud,
similar research is also shown through the results of research conducted through research results
by previous researchers, namely Tulus Suryanto (2016), Novita (2019), Suginam (2016), Bagus Dan
Ginarta et al. (2017), Essa Dianca (2018) who have also succeeded in proving that the role of
internal audit has a positive effect on fraud prevention which shows that the higher the role of
internal audit, the greater the prevention of fraud. Different results are shown in research con-
ducted by Lestari and Bernawati (2020) which shows that internal audit is negative towards the
tendency of fraud. In addition, Dewi, Yuniarti Rozali and Mohammad (2015) also researched fraud
which showed that internal audit had a negative effect on the tendency of fraud.

In addition to the importance of the internal audit function in the organization, predictive
measures of fraud are also needed and even the prevention of financial crime behavior from risk
management that occurs through risk assessment which is an advanced procedure that the
researcher proposes. Government Regulation Number 60 of 2008 also states that the leadership
of Government Agencies is expected to formulate a risk management approach and risk control
activities needed to minimize risk. BPKP has also issued Reqgulation of the Head of BPKP Number
Per-1326/K/LB/2009 dated 7 December 2009 concerning Technical Guidelines for the
Implementation of the Government Internal Control System (SPIP) for all elements and sub-
elements, including risk identification and risk analysis sub-elements. These regulations are used
as guidelines and procedural steps for risk management in local governments. Auditors have
a responsibility to detect and disclose all types of fraud that can have a material impact on
financial statements (Kranacher et al, 2012). An effective way to overcome this is by classifying
the inherent risks and the impacts caused by this method is known as risk management. Risk
management is an effort to systematically implement regulatory policies and practical manage-
ment efforts in analysing the use and control of risk to protect workers, society and the environ-
ment (Dan Freyke Sangari, 2011; Sepang et al., 2013; Umimper et al., 2015). Risk management is
able to reduce the possibility of employee opportunities to commit fraud and even financial crime
behavior since these actions can identify and close any gaps and weaknesses in the internal
control structure (Kassem & Andrew, 2012). Research conducted by Crockford (2005) discusses
risk as a function of change. As with the results of research by Taleghani and Mehr (2013),
Crockford recommends that risk management should be functioned by all units, not just one
department within the organization. Snider et al. (2016) have also discussed the objectives of
risk management and the importance of clear risk management objectives. In risk management as
a solution to the fraud crisis (Constantin et al., 2010). A similar study was conducted by Lister
(2007) which discussed the importance of antifraud programs in knowing the risks to mitigate
fraud. Despite the extensive literature on financial statement fraud, there are still gaps with regard
to proactive prevention. Namely, the discovery of gaps in the concept of risk management in
current practice in preventing fraud, as well as the auditor's perspective in detecting fraud and
creating a proactive model to detect and prevent fraud.

In addition to anticipating these things through auditing the use of fgglls, disclosure of parties
who play dishonestly in managing these funds is also needed to reveal fraud in the gement
of funds that may be committed by several parties. One way to prevent fraud is through the

istleblowing system. The 2019 Association of Certified Fraud Examiners (ACFE) survey shows
that the whistleblowing system (WBS) method is a fraud prevention tool which is widely consid-
ered to be very effective as anti-fraud control with a percentage of 22.6% (ACFE, 2020). WBS is
a system that manages reporting on all actions or actions that are against the law, regulations and
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ethics that are reported confidentially, anonymously and independently. mistleblowing system is
one of the effectigg) mechanisms in preventing fraud that really requires commitment in the
reporting person’s gltl], a clear responsible reporting mechanism and the prggess of evaluat-
ing and improving the system (Wahyuni & Nova, 2018; Wardana et al., 2017). E&eurch on the
effectiveness of the implementationgyf whistleblowing in fraud prevention has been carried out,
but the results found are still mixed. The results of previous studies indicate that the whi low-
ing system is one of the factors that influence fraud. Various gtudies have shown that the
whistleblowing system has a positive effect on fraud prevention (Agusyani et al,, 2016; Gaurina
et al., 2017; Islamiyah et al., 2020; Jayanti & Suardana, 2019; Maulida & Bayunitri, 2021; Puryati &
Febriani, 2020; R. Sari et al., 2021; Sujana et al,, 2020; Wahyuni & Nova, 2018; Wardana et al,,
2017). Several studies on whistlegdlbwing suggest that the whistleblowing system has a role in
supporting the creation of sound financiglgmanagement. Empirically, the results of this study are
consistent with research conducted by 2017, which shows that the whistleblowing system has
a positive and significanig®@ffect on fraud prevention. This study is in accordance with the research
of Nugroho (2015) and Agusyani et al. (2016) which state that the whistleblowing system

a significant effect on fraud prevention. Diverse information is shown through different results that
the whistleblowing system has no effect on fraud prevention (Sujana et al., 2020). This is thought
to have happened because the whistleblowing system has not been implemented properly so that
there is no protection for whistle-blowers in reporting fraud or corruption as well as public
concgfs about dealing with the law related to reporting fraud (Sujana et al, 2020). Besides
that, research on the effectiveness of the implementation of whistleblowing in fraud prevention
was also carried out found that whistleblowing has a negative effect on accounting fraud.
Sudarma et al. (2019) found that whistleblowing has a positive effect on fraud detection. The
results of researc Sujana et al. (2020) and Nurcahyo and Sulhani who found that whistleblow-
ing did not affect the prevention of fraud in village financial management. Pamungkas et al. (2017)
with the implementation of a good whistleblowing system ingmorganization, integrity and open-
ness will be formed so as to prevent fraud. This indicates that the better the implementation of the
whistleblowing system, the higher the level of prevention of fraud or fraudulent behavior. This
explains that the role of risk management is so important in helping prevent fraud and prevent
financial crime behavior. If whistleblowing is implemented properly by employees, the prevention
of fraud will be higher.

The current development of Information Technology provides an illustration that the activities
carried out in the Elements of Regional Government are required to be able to apply various
statistical algorithm-based analysis models through the use of big data analytics models that
apply Computer Assisted Audit Techniques to facilitate the evaluation of their work. This indicates
that it is necessary to anticipate the possibility of criminal threats, the unintentional threat of the
accounting profession being able to take advantage of various information technologies (ACCA.The
Association of Chartered certified Accountants., 2013). Since threats are unpredictable, it is impor-
tant to be able to determine possible threats. All of these can be determined by examining
historical data through available big data analytics. Once threats to accounting systems and
assets have been identified, a vulnerability assessment should be carried out (Powers & Jack,
2013; Wells, 2011). The benefits obtained by the use of big data analytics, especially in Local
Government Agencies in Indonesia, make it possible to facilitate work in tracing the potential for
fraud. Research conducted by Tang and Karim (2019); and Jha and Chen (2015) has provided vigsys
and information on the effectiveness of big data analytics as evidence of fraud prevention. ﬁe
results of this study are strengthened by the results of research by Appelbaum et al. (2015) and
Tang and Karim (2017) who share the same opinion that evidence of the use of big data analytics
can be optimized for its function in auditing in an effort to prevent potential fraud. Other research-
ers conducted research on automated methods of preventing fraud (cheating) through big data
analytics. The test was carried out regarding the potential for fraud committed by employees, the
results obtained that this concept was proven to be effective and efficient in helping to trace fraud
that occurred through scanning transactions which were used as evidence of potential fraud
occurring. Similar research was also conducted by researchers who made the factor in fraud
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prevention the dependent variable in their research (Alam, 2014; Klynveld et al., 2010; Olawake,
2013; Ryan, 2018)

Sg@®ral researchers have tested the magnitude of the predictive value generated from each of
the internal audit variables, risk management, whistleblowing systems and big data analytics on
fraud prevention and financial crime behavior, but empirical evidence shows that no researchers
have combined these four variables in preventing fraud. Fraud and empirical research have never
been carried out through mediation of fraud prevention in analysing the resulting size, as well as
other arguments obtained from the results of the resulting test providing information on the
amount of content that varies and is inconsistent since the findings and perspectives of each
person are different in each region.

To support the auditor’s ability to prevent occurring fraud in his audit, the auditor needs to
understand fraud, its types, characteristics, and ways to detect it. In conducting the examination,
each auditor must have audit capability. As well as in routine activities, especially in fraud
prevention efforts, an auditor needs to be supported by an attitude of mastery of risk management
techniques, the use of the internal audit function, the use of the whistleblowing system and the
efficient use of big data analytics. Thereforggihis research aimed at extracting information in
determining fraud prevention as mediuting?e influence of internal audit, risk management,
whistleblowing system and big data analytics on the prevention of financial crime behavior.

1.1. Formulation of research question
Responding to criticism and concerns about fraud and prevention, this study poses five research
questions as follows:

RQ 1: How is the influence of Internal Audit on fraud prevention,
RQ 2: How does Risk Management affect fraud prevention,

RQ 3: How does the Whistleblowing system affect fraud prevention,
RQ 4: How does big data analytics affect fraud prevention,

RQ 5: How fraud prevention mediates the influence of Internal Audit, Risk Management, whistle
blowing system and big data analytics on the prevention of financial crime behaviour.

In relation to the five research questions posed above, it is very important to highlight the role of
fraud prevention in mediating the prevention of financial crime behaviour. Researchers combine
these four variables in the study as these four attitudes are considered to be the initial determining
factors in accordance with related issues and requlations in carrying out their functions as an
effort to prevent the occurrence of financial crime behaviour prevention through fraud prevention
mediation.

2. Methods

2.1. Methodology of structured systematic literature review

Along with the development of digital technology, fraud detection methods must also continue to
be developed hence they can be applied effectively and can detect the indications of fraud using
digital technology. According to Donning et al. (2019), the development of a fraud detection
system is not an easy thing to do because it involves new technology and requires financial
support from those who specifically allocate it for the purpose of fighting fraud. Fraud prevention
is a strategy that researchers propose as a preventive measure to prevent financial crime behavior
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in measuring and managing ge presence or absence of the use of human resources through acts
of fraud, fraud or errors that are intentionally committed either to individuals or entities through
a special method of literature study (i.e., literature review; structured and systematic) used by
using a general search on several academic database sources.

This study utilized seminal papers published through the ISI Web of Knowledge database and
the Scopus database. This is necessary to appreciate the similarities and differences of fraud
prevention in mediating the prevention of financial crime behavior, and fraud issues occurring in
the Regional Government SKPD in Sumatra, Indonesia. To eliminate inappropriate searches on
studies related to the topic in this study, the researcher conducted a limited retrieval of the Social
Science Citation Index (SSCI) and used certain keywords avoid irrelevant material. Specific
keywords used in this study included “Fraud prevention,” “Internal Audit”, “Risk Management”,
“Whistleblowing system”, “Big Data Analytics”, and “Prevention of Fraudulent Behavior”. Judging
from the time span of the study, the study materials used in this study ranged from the early
1990s to 2021, which were available in the two previous academic databases. Attached is the
classification of articles based on their journal groups as follows:

2.2. Empirical research methodology

As a continuation of the systematic study of the literature, this section of this paper attempts to
draw on potential empirical methods, which may be useful in conducting empirical tests for future
research. The most common methodology used in fraud prevention analysis in mediating the
prevention of financial crime behavior uses content analysis. The combination of all these attribu-
tions has a stronger relationship with fraud prevention and financial crime behavior than one
individual aspect, which suggests a common mechanism between attributions. Although each
component has shown discriminant validity across multiple samples when compared to one
another (Carifio & Rhodes, 2002) there is also evidence to support the overall core construct
(Luthans et al,, 2010).

As described by Guthrie et al. (2017) content analysis concentrates on the codification of
qualitative and quantitative information into predetermined categories to obtain patterns in
reporting and presenting information. Therefore, a potential data collection procedure can be
referred to the study. In the literature study, the procedure was divided into three stages. The
first stage focuses on defining the recording unit as one sentence in a paragraph. The second stage
concerns the determination of coding rules to capture specific information related to each variable
contained in the research, and the third stage is the coding process.

3. Results and discussion

3.1. Theoretical framework

This research is the development of the center of topic of previous research that examines
factors related to fraud prevention in mediating the prevention of financial crime behavior
based on Fraud Triangle (Cressey, 1953) and Diamond Theory (Wolfe & Hermanson, 2004) as
Grand Theory in an effort to provide an explanation of the phenomenon and formulate
research hypotheses, and supported through attribution theory (Fritz, 1958) and legal theory
from criminology, namely the General Theory Of Crime (Gottfredson & Hirschi, 1990) as
a supporting theory (supported theory) as well as several con@®pts that explain in more detail
about fraud prevention, behavior prevention financial crime, internal audit, risk management,
whistleblowing system and big data analytics. This research is also supported by several
descriptions of the results of previous studies that are needed in designing the research
concept. Along with the increasingly complex activities occurring in Digital dynamics, the
activities and problems faced by the public sector, especially in the Regional Government in
the Sumatra Province of Indonesia will be increasingly complex so that it is increasingly more
difficult to supervise all service activities, where the greater the possibility for fraud and even
potential activities that leads to financial crime behavior.
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Table 2 illustrates the theoretical approach to the development of Fraud Prevention mediating
the Prevention of Financial Crime Behavior of literature. In this regard, the Fraud Triangle (Cressey,
1953) and Diamond Theory (Wolfe & Hermanson, 2004) are clearly related to government rela-
tions, while attribution theory (Fritz, 1958) and legal theory from criminology, namely the General
Theory of Crime (Gottfredson & Hirschi, 1990) is associated with stakeholder relations. More in
detail, the disclosure of Fraud Prevention in mediating the prevention of finangigl crime
behavior can be used to signify the accountability of government performance. Ee fraud
triangle is a framework commonly used in auditing to explain the reason behind an individual's
decision to commit fraud. The fraud triangle outlines three components that contribute to
increasing the risk of fraud: (1) opportunity, (2) incentive, and (3) rationalization. The fraud
triangle summarizes three elements that are present when an individual commits fraud:
opportunity, pressure, and rationalization. Public officials can help prevent fraud by diminishing
any one of the triangle’s three elements and, ideally, taking steps to diminish all three
elements. Cressey’s fraud triangle helps an organization determine the motives behind an
individual’'s decision to commit fraud as well as the opportunities enabling him to perpetrate
the theft. In this regard, fraud triangle theory and diamond theories are obviously related to
the government relation, while legitimacy, stakeholder, and attribution theory (Fritz, 1958) and
legal theory from criminology, namely the General Theory of Crime (Gottfredson & Hirschi,
1990) are associated with the stakeholder relation. This leads to the effort of obtaining and
gaining the public legitimacy for the under-performing companies, in which fraud triangle
theory, diamond theories, attribution theory, and General Theory of Crime are relevant as the
basis of argument development. Table 1. The Referred Literature Studies From Varible in The
Research from the 1990s to 2021.

3.2. Relationship between variables
a. The Influence of Internal Audit on fraud prevention

Internal audit has an important role in evaluating control system activities, providing input
for improvement and also has a significant role in supervising activities. It takes a big respon-
sibility in monitoring activities to ensure that anti-fraud programs and controls are running
effectively. Internal audit activities can prevent as well as overcome fraud. Internal audit can
be a barometer of behavioral standards within the organization through continuous monitoring
activities, which encourage the creation of an efficient work climate. Research by Petra and
Tieanu (2014), Oki et al. (2021), Onoja Emmanuel and Usman (2015), R. Sari et al. (2021),
Hendri et al. (2020), and Badara and Saidin (2013); (Abdullah et al., 2018); Alzeban and Sawan
(2013), Widilestariningtyas et al. (2016), Dewi, Yuniarti Rozali and Mohammad (2015),
Firmansyah (2020), Mahendra et al. (2021), Wijayanti and Hanafi (2018), Yuniarti (2017), Pua
et al. (2017), and Ginanjar and Syamsul (2020) explains that there is a positive and significant
influence between internal audit on fraud prevention. From this research, researchers are
interested in testing whether there is a direct influence between internal audit on fraud
prevention in the Regional Government of Sumatra Province in Indonesia, with the assumption
that the better the internal audit capability will be the effective role of internal audit, the fraud
prevention can be carried out.

b. The effect of risk management on fraud prevention

Alleyne (2016), Johansson and Carey (2016), Kurniawan Saputra et al. (2020), Lee and
Fargher (2013), Mursalim et al. (2021), Pamungkas et al. (2020), Puryati and Febriani
(2020), Robinson et al. (2012), Saputra and Sanjaya (2019), Shonhadji and Maulidi (2021),
Yulian Maulida and Indah Bayunitri (2021), Sujana et al. (2020), Triantoro et al. (2020),
Romadaniati and Nazir (2020), Sudarma et al. (2019), Pramudyastuti et al. (2021), Mersa
et al. (2021), and Ariastiani et al. (2018) found that risk management is positively and
significantly associated with fraud prevention. Risk management is defined as a relationship
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1
Table 1. The referred literature studies of internal audit, risk management, whistleblowing

system, big data analytics, fraud prevention, and prevention of Financial crime behavior from
the 1990s to 2021

No Journal Total Percentage

1 Academny of Management 3 3.33
Journal

2 Academny of Management 1 1.11
Review

3 Accounting & Business 2 2.22
Research

& Accounting and the Public 1 1.11
Interest

5 Accounting Forum 1 1.11

6 Accounting Horizons 1 1.11

7 Accounting Review 1 1.11

8 Accounting, Auditing & 8 8.89
Accountability Journal

9 Accounting, 5 5.56
Organizations, and Society

10 British Accounting Review 2 2.22

11 Business Strategy and the 2 2.22
Environment

12 Corporate 1 1.11
Communications: An
International Journal

13 Corporate Governance: An 2 2.22
International Review

14 Corporate Reputation 6 6.67
Review

15 Corporate Social 3 3.33
Responsibility and
Environmental
Management

16 Critical Perspectives on & L.bb
Accounting

17 Ecological Economics 1 1.11

18 European Accounting 2 2.22
Review

19 Industrial Marketing 1 1.11
gnagen'rent

20 nternational Journal of 1 1.11
Leamning and Intellectual
gcu'tal

21 nternational Journal of 2 2.22
Management Reviews

22 International Journal of 1 1.11
Productivity &
Performance
Management

23 Journal of Accounting and 1 1.11
Economics

24 Journal of Accounting 2 2.22
Literature

25 Journal of Accounting 2 2.22
Research

(Continued)
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Table 1. (Continued)

No Journal Total Percentage

26 Joumal of Accounting, 1 1.11
Auditing & Finance

27 Joumnal of Business Ethics 8 8.89

28 Joumnal of Database 1 111

Marketing & Custormer
Strategy Management

29 . Joumal of Financial and . 1 111
Strategic Decisions

30 Joumal of Human 1 111
Resource Costing &
Accounting

31 Joumnal of Intellectual 2 222
Capital

32 Joumnal of Management 3 3.33

33 Joumnal of Management 2 222
and Governance

34 Organization Studies 1 1.11

35 Quality & Quantity 1 111

36 Social and Environmental 1 111
Accountability Journal

37 Social Responsibility 3 333
Journal

38 Strategic Management & L4k
Journal

38 Sustainability Accounting, 3 333
Management and Policy
Journal

40 The Intemnational Journal 1 111
of Accounting

41 The Journal of 1 111
Management Studies
Total references 90 100

Source: The ISI Web of Knowledge database and the Scopus database.

of the ways in which each individual uses his knowledge, skills, and behavior at work related
to certain types of contextual tasks, namely with regard to what must be done, and how well
the work is done. In this study, the authors argue that risk management is a determining factor
where the higher the risk that arises, the more things will be done in an effort to prevent fraud,
resulting in a lower tendency of individuals to commit fraud.

c. The influence of the whistleblowing system on fraud prevention

The results of research conducted by Alazzabi et al. (2020), Chowdhury and Shil (2019), Harahap
and Nengzih (2021), Hussaini et al. (2018), Pangaribuan (2020), Shanmugam et al. (2012), and
Sunaryo et al. (2019) shows that partially the whistleblowing system has a positive influence,
which means that the higher the whistleblowing system, the less likely there is to be a fraudulent
act. In this study, it was concluded that the existence of a whistleblowing system @ggludes those
within an agency, and there is compliance with the whistleblowing system in it. The better the
whistleblowing system of a government agency, the lower the tendency to fraud. Likewise, the
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Table 2. Relevant theoretical frameworks

Theory

Fraud Trianale
Theory

Fraud Diamond
Theory

Attribution Theory

Study
Donald R. Cressey

(1953)

Wolfe and

Hermanson (2004)

| Fritz (1958)

Main topics

. Fraud Control Policy .

Fraud Control Policy

Attribution theories

typically focus on
the process of
determining
whether a behavior
is situationally-
caused (caused by
external factors) or
dispositionally-
caused (caused by
internal
characteristics)

Parties-Relation

Government
Relations

Government
Relations

Stakeholders'
relation

@ Explanation

e fraud triongle is
o framewaork
commonly used in
auditing to explain
the reason behind
an individual's
decision to commit
fraud. The fraud
triangle outlines
three components
that contribute to
increasing the risk
of fraud: (1)
opportunity, (2)
incentive, and (3)
rationalization.

According to the
froud diamond
theory, there are
four elements that
influence a person
to commit fraud,
namely pressure,
opportunity,
rationalization and
capability (Wolfe &

g{rmunson, 2004).
ribution theory

provides one way to
understand how
people answer the
question “why" and
make sense of their
worlds. Attribution
theory seeks to help
people make sense
of their world by
identifying couses
for the behaviors
and events they
experience. It
examines what
information is
gathered and how it
is combined to form
a causal judgment”.
Fritz (1958) believed
that people are
naive psychologists
trying to make
sense of the social
world.

(Continued)
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Table 2. (Continued)

Theory Study gﬁuin topics Parties-Relation #plunution
Generol Theory of Gottfredson and eneral Theory of Stakeholders' e General Theory

Crime Hirschi (1590) Crime typically relation of Crime explains,
focus which defined like other control
crime as “acts of theories, the
force or froud obsence and not
undertaken in the emergence of
pursuit of self- crime. This leads
interest them back to self-

control. If an
individual has little
self-control, and
has the opportunity
to commit crime,
criminal behavior
becomes more
likely.

Source: Fraud Triangle (Cressey, 1953); Wolfe and Hermanson (2004); Fritz (1958); Gottfredson and Hirschi (1990).

higher the level of compliance with mwhistleblowing system, the lower the level of fraud in the
government sector.

d. The effect of information technology (big data analytics) on fraud prevention

The use of information technology (big data analytics) in work has radically changed the
types of jobs, workers, organizations, and management systems used to manage organiza-
tions. The success of investigators and auditors is highly dependent on their ability to
contribute value to the organization through the effective use of information technology.
The results of this study indgmte that understanding the use of information technology
through big data analytics E:lls a positive and significant effect on fraud prevention
(Broeders et al., 2017; Roger Clarke, 2016; Herland et al., 2018; Vikash Sharma, 2016; Zhang

et al,, 2015).

The arising fraud problems in Government Agencies are a sign of disobediently and incon-
sistently carried out functions resulting in unhealthy governance. Therefore, it is necessary to
mediate fraud prevention in overcoming the prevention of financial crime behavior as early as
possible in an effort to avoid fraud. To overcome this, the role of internal audit must be
consistently empowered which can trigger the implementation of risk management control
and public compliance with the use of the whistleblowing system and big data analytics as well
as an important role in various aspects of the organization which include fraud and financial
crimes behavior prevention. In this study, fraud prevention refers to an effort, system and
reintegration procedure that can suppress the occurrence of factors causing fraud, eliminate
the causes of fraud, and prevent fraud. Figure 1 displays the proposed potential research
model, which could be the empirical base test of the relationship between main variables of
interest. In that model, fraud prevention can medjggie the prevention of financial crime beha-
vior are conjectured to contribute to the variation gintemul audit, risk management, whistle-
blowing system and big data analytics. Based on references to theories, concepts, and
a number of research results, a schematic framework of thought can be drawn up in the
following figure:

Based on the research framework, a research concept can be drawn up that explains the

relationship between the variables of this study. The overall conceptual framework model in this
study can be described as follows as shown in Figure 2:
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Figure 1. Theoretical
framework.

Figure 2. Conceptual frame-

work model.

X cogent --economics & finance

Fraud Triangle (Cressey, 1953) and Diamond Theory (Wolfe dan Hermanson, 2004)

4L

MIDDLE RANGE THEORY |

Attribution Theory (Fritz Heider, 1958) and the legal
theory of criminology, namely the General Theory OF

Crime (Gottfredson and Hirschi, 1990)

1L

o

Conceptual Foundation

}—

et al., 2019)

Prevention Frawd (Alan Doig, 2016, Tunggal Armin,
2016; Pusdiklatwas BPKP, 2015; Amrizal, 2004; Albrecht

Whistleblowing system
Valentine et al, 2019; Komite

Gowernance, 2011; Nugraha, 2015;
(Shagira, Risk Management

1976; Braithwaite, 1982, Bdi dan Yulia, 2010)
lover e al, 2014; Hery, 2017;
Vasarhelyl, 2010; Alles, M. & Gray, 2016; Le2)W., 2021)

al., 2019, INTOSAT GOV 9130, 20

Blg_Data Analytics
2020; R. Herschel & Miorl, 2017),

{Brown-Liburd et al.,, 2015;

(Rainer Ir el al,,, 2015; Parker et

2017; Permenpan RB Mo 5 Tahun 2020)
(Dumbill, 2013; Investopedia,

Nasional  Kebijakan

14; Scarozza et al.,

Internal Audit (X1)

Whistleblowing System
e

Regional Government of
Sumatra Province

Internal Audit
(X1)

Risk Management
(%)

Whistleblowing
System
(X3)

Big Data Analytics
(X4)

M
Regional CZ‘ RESEARCH FENOMENA ‘:3 Fraud Prevention
and Financial Crime
Inﬁ.‘,‘;‘?;f(in Strengthening demands for accountability |, | Behavior Prevention
Surmatra namely on public institutions, both at the central [«
sﬁdﬁ,“’r{“&, and regior_]a_l_ levels; '!11e _turbulenc_e_ of
Riau Tslands, human activities that give rise to criminal
;’:g‘:asé‘;‘iﬁ:g —> behavior such as acts of fraud, the
Jamb, West phenomenon of the dichotomy of legal
Waltfarnd concepts and also economic concepts in
B preventing fraud and preventing financial
crime behavior

Hia

Fraud Prevention (M)

Financial Crime Behavior
Prevention Crime (Y)

Fraud Hs,

Financial Crime
Behavior Prevention

Y

Prevention (M)

Crime (Y

The results of the literature review on several articles, the authors found related literature in
mediating fraud prevention efforts. The result of the article reviews can be checked in the

appendix 1.
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Figure 3. Public sector account-
ing application model in the
digital age in preventing fraud.

1
Performance

accountability H

Muhtar et al., (2018)

Application of Public
Sector Accounting

( Pressure)i Ruankaew, (2016)
Public planning
public budgeting

Public Budget Realization
Public  Procurement of
Goods and Services

5. Public Financial Reporting
6. Public Sector Audit
7. Public Accountability

Technical Strategy

1.  Privacy officer
2. Internet of things

(Rationalization)

£l b

Two-paradigm approach |

1. Cultural approach
2. Internal and
external auditing

Preventive Strategy

fraud examination 1. Machine learning
(1o7) algorithms
3. Access data 2. Data mining
4. Timeline of 3. Metalearning
reporting
5. Realtime data
control [ hhbbhbbhbihbi bl f

ACFE, (2020) |

Donning et al., (2019)

The summary of the study provides us with various information on how to build a good reputa-
tion for government accountability through fraud prevention measures, and how fraud prevention
mediates the prevention of financial crime behavior through fraud prevention. Fraud prevention is
a strategy that the researcher propoges as a preventive measure to prevent financial crime
behavior in measuring and managing ge presence or absence of the use of human resources
through acts of fraud. Intentionally committed fraud or errors made by a person or entity who
knows the results are is not good to the individual or entity.

The researcher chose the study on Regional Governments in Indonesia as the object of
research since it is intended to determine the de facto measure of Regional Governments in
Indonesia in carrying out professional, intensive, and sustainable prevention efforts related to
the problems. Besides, they wanted to analyse as a whole about the potential problems
occurring in each Regional Government in Indonesia with the potential for various problems
and irregularities @# fraud. For those reasons, the researcher analysed how much fraud pre-
vention mediates the influence of internal audit, risk management, whistleblowing system and
big data analytics on the prevention of financial crime behavior by presenting new information
since the perception of each person in each region is divergent. Based on the literature survey
and the synthesis, the research novelties in this study are:

First, increase knowledge by developing new variables in a way through the synthesis of new
information that is re-examined using a logical framework of research variables contrasting
from previous research conducted by Abdullahi and Mansor (2015) through Fraud Theory and
Fraud Diamond Theory which those variables do not have a significant effect. In testing this
research, the researcher conducted an update using several different variables which the
regamrcher suspected had their own influence and role and added other unexamined variables
inﬂ:ud prevention mediating the influence of internal audit, risk management, whistleblowing
system and big data analytics on the prevention of financial crime behavior. The argument
underlying this research is to be able to synthesize new information in a distinct way which is
done in Indonesia. Therefore, researchers applied some of the latest ideas needed to empiri-
cally prove the activism carried out and the relationship between these variables by knowing
the size parameters of research on fraud in the public sector, especially the magnitude of the
predictive value on the use of risk management variables and big data analytics that were
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previously only researched in the private sector. Some of the reasons for the lack of research
on fraud in the public sector through the use of these variables include the difficulty of data on
fraud in the public sector, in addition to the assumption that the private sector is more likely to
commit fraud than the public sector. Therefore, preventive measures to prevent fraud are
a sure-fire strategy in mediating financial crime behaviggthrough these four attitudes through
the applicable methods to be used. This statement is in line with research conducted by
Dechow et al. (1996) which indicated that the potential for fraud could occur in various
organizational units. This finding is reinforced by Dunn (2004) who concludes that fraud is
more likely to occur when there is a concentration of power in the hands of insiders accom-
panied by a predictive model of fraud (Bart et al., 2021; Cross, 2018; Drie, 2018; Mehmet &
Ganji, 2021).

Second, this study develops a predictive model for the disclosure of fraud prevention and
prevention of new financial crime behavior and the magnitude of the resulting value charge
between variables from the unit of analysis studied through the use of financial statements
and audit evidence obtained publicly (Kapardis & Papastergiou, 2016; Schuchter & Levi, 2015;
Sundarakantham, 2019) by following a review of previous research on economic activities in
the Regional Government of Sumatra Province in Indonesia. The fraud prediction model that
the researcher proposes differs from the benchmark model which can be determined in two
main waygfirst, researchers used fraud ensemble learning, a sophisticated machine learning
paradigm in the form of using big data through strengthening the whistleblowing system, risk
management and internal control in the form of using internal audit, to predict fraud (the
rarity of fraud). Second, the measurement model used raw financial data items and percep-
tions of State Civil Apparatus and auditors with Auditor Functional Positions (JFA) who work
at BPK Regional Representatives in Indonesia as predictors of fraud. Raw financial data items
are the most basic building blocks of accounting systems, researchers are interested in
exploring whether these data can be directly used in fraud preq&on. Various kinds of
potential shifts in the dynamics of fraud prevention as mediating the influence of internal
audit, whistleblowing system, risk management, and big data analytics can BE addressed
through various anticipatory steps with synergy between Local Governments in Indonesia and
the Community as well as preventive efforts in providing information on the impacts and risks
involved. resulting from various modes of fraud and actions that lead to financial crime
behavior.

Third, this study expands, qualifies or elaborates a number of measurement indicators
through a systematic literature review using accounting scientific indicators through the repre-
sentation of the relationship between disclosure prevention through meta-analysis found
regarding fraud prevention and financial crime prevention behavior which is an important
predictor of determining the attitude and behavior barometer. Behavior related to the grand
theory is used in an effort to provide perspective on phenomena and can trigger research
hypotheses through Diamond Theory (Wolfe & Hermanson, 2004), with attribution theory (Fritz,
1958) and legal theory from criminology, namely the General Theory of Crime Gottfredson and
Hirschi (1990) as a supporting theory. For this reason, the researchers combined the four
attributions to determine the size of the value, determining and inhibiting factors obtained
from the prediction model in generalizing matters in preventing fraud and financial crime
behavior in local governments of Sumatra province in Indonesia. Based on the order of the
theoretical framework, the researcher finally obtained a reference that could be used as
a guide in empirically proving the synergy of these problems through a systematic literature
review of research.

4. Conclusion and implications

The conclusioﬂﬁom the literature review as the stated goal is how Fraud Prevention as
Mediation for the Effect of Internal Audit, Risk Management, Whistleblowing System and Big
Data Analytics on the Prevention of Financial Crime Behavior provide information about the
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relationship between the magnitude of the influence. The results of the literature review on
q article found the importance of Fraud Prevention efforts carried out as Mediating

e Influence of Internal Audit, Risk Management, Whistleblowing System and Big Data
Analytics.

This study contributes to the literature by providing an understanding of how the simulta-
neity of fraud activity (internal audit and risk management) with organizational predictors
(whistleblowing system, and big data). Fraud prevention is a s@Emtegy that the researcher
proposes as a preventive measure in measuring and managing Eet presence or absence of
the use of human resources through acts of fraud, fraud or errors that are intentionally
committed either to individuals or entities. Overall, the model for implementing public sector
accounting in preventing fraud and even financial crimes that occur in the Public Sector in the
Digital Age can be described as follows as shown in Figure 3:

Based on the application model, it can be stated that the presence of digital technology,
especially with its products in the form of big data and cloud computing, will change the
method of measuring assets from what was originally done conventionally to using digital
technology to measure assets, thereby minimizing the potential for fraud that occurs. Fs
supported that understanding the use of information technology through big data analytics has
a positive and significant effect on fraud prevention (Broeders et al., 2017; Roger Clarke, 2016;
Herland et al., 2018; Vikash Sharma, 2016; Zhang et al., 2015). A large body of literature also
documents the large role of fraud prevention in mediating the potential for fraud to occur. In
conclusion, this study tries to critically and systematically review literature works in finance,
economics, and auditing from a theoretical or conceptual empirical point of view. Thus, this
research focuses on providing a structured and systematic literature review accompanied by
evidence in academia that can be used as a frame of reference for research models and further

empirical tests.
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